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You should identify and assign roles and responsibilities to manage your filtering and monitoring systems
As your internet provider, we take responsibility for managing Filtering and Monitoring standards on your behalf. Our goal is to ensure strict adherence to best practices and compliance with DFE (Department for Education) standards. To accomplish this, we leverage our advanced Smoothwall technology, which employs robust filtering mechanisms to effectively control and regulate internet access. Additionally, we monitor online activity to maintain a secure environment for learning and working. We are fully committed to the safety of students and staff, and we firmly believe that implementing comprehensive filtering and monitoring measures allows us to protect against exposure to potentially harmful and inappropriate online content.

The reporting tools provided by Smoothwall align with the DFE's focus on data-driven decision-making. These tools offer valuable insights into internet usage patterns, enabling schools to identify trends and address emerging concerns. By understanding these patterns, educational institutions can proactively promote online safety and ensure compliance with legal obligations and regulatory requirements, as emphasized by the DFE.

Furthermore, Smoothwall's built-in reporting provides the safeguarding lead (DSL) with the necessary tools to effectively review reports and address any digital safeguarding concerns.

2. You should review your filtering and monitoring provision at least annually
Our Filtering standards were defined by DSL’s and school Governors and are constantly under review. 
We consistently check the Check Your Internet Connection Blocks Child Abuse & Terrorist Content (swgfl.org.uk) to ensure filtering systems are blocking access to 
• Illegal child sexual abuse material
• Unlawful terrorist content
• Adult content

Should your annual review prompt any questions about your filtering or monitoring provision or staff training, please don’t hesitate your ICT support team  ,  we will be happy to assist.



3.Your filtering system should block harmful and inappropriate content, without unreasonably impacting teaching and learning

Smoothwall provides a comprehensive solution that is in line with the digital and technology standards set by the Department for Education (DFE). They are also a member of the Internet Watch Foundation (IWF). The Smoothwall Filter incorporates the CAIC list of domains and URLs, which is an essential component. By utilizing search terms and phrases from the IWF and conducting daily self-certification tests, Smoothwall ensures that content identified by the IWF is consistently blocked through their filter.

Smoothwall's filtering capabilities allow educational institutions to create customized policies based on their specific requirements. This ensures that access to harmful or inappropriate content is restricted or blocked, supporting the DFE's objective of creating a secure online environment for students and staff. By implementing Smoothwall, educational institutions can prioritize educational activities while minimizing exposure to objectionable material.

Smoothwall's monitoring features provide real-time visibility into internet activities within the school's network, aligning with the DFE's focus on safeguarding. This functionality helps identify potential risks such as cyberbullying or predatory behaviour, enabling timely intervention and support. By addressing these issues, Smoothwall contributes to the promotion of a safe and nurturing environment for all, in accordance with the DFE's commitment to student well-being.

Moreover, Smoothwall has the capability to filter all internet-connected devices through its system. For iOS devices, filtering can be achieved by installing an application via Mobile Device Management (MDM) systems. Similarly, other mobile devices can also be centrally filtered using Smoothwall's comprehensive solution. Additionally, Smoothwall's filtering service provides device identification and logging, including the device name or ID, IP address, and individual associated with the device. This comprehensive coverage enables accurate reporting, as each filtering log is timestamped with the precise date and time of the attempted access. Smoothwall also diligently records all search terms and blocked websites, making this valuable information easily accessible through their alerting and reporting platforms.

In summary, Smoothwall's comprehensive solution caters to the specific needs of educational institutions, supporting the DFE's digital and technology standards by offering customizable filtering, real-time monitoring, and reporting tools. By creating a secure online environment, promoting student well-being, and facilitating data-driven decision-making, Smoothwall assists educational institutions in meeting the DFE's objectives for online safety and compliance.


Broadband internet standards for schools and colleges

Currently, schools are connected to the Local Education Authority (LEA) through a private full fibre leased line and an MPLS network provided by Virgin Media. The LEA shares a 10Gb internet connection among all the schools.

However, we are considering a change in this setup to meet future requirements. Our plan is to provide each school with its own direct internet connection. This new connection will include a dedicated firewall and Smoothwall for internet filtration. By implementing this update, schools will have greater control and independence in managing their internet filtration, along with improved security and resilience.

It's important to note that this new setup will be supported by a team of trained cyber security staff. These professionals will ensure that the network is safeguarded against potential threats and vulnerabilities. With their expertise, they will continuously monitor and respond to any security incidents, providing an additional layer of protection for the schools.

With the new setup, each school will be guaranteed a minimum internet speed of 100Mb. Additionally, there will be an option for a secondary connection to ensure resilience in case of any issues, allowing for seamless failover.











